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In the Future Internet of pervasive services and devices people will interact every day of our daily lives with hundreds of independent computing devices and services.  It is vital that and that people and organisations develop  the ‘trust’ in these devices, systems  and services that will give them the confidence to participate in the future internet, and make use of the many valuable services available to them. 

Yet in a world of billions of connected devices, the traditional models used to provide trust start to break down. Hierarchical models of identity and authority lose cohesion, and the axioms upon which one would build a calculus of security assertions become too vague in order to construct a sufficiently useful policy enforcement method. Similarly, peer-to-peer ad-hoc trust communities cannot guarantee that the assertions made within their community are compatible with others, and thus transitivity of assertions is lost. 

Thus, we believe that new models of identity acquisition and behaviour control need to be developed in order to make the future internet a trustworthy space. Such models must address vastly divergent computing, storage and communications capabilities, as well as far more nuanced concepts of multi-party ownership, transient control and partial failure. The models must encompass not merely the traditional guarantees of confidentiality, integrity, availability and privacy, but must embed emergent qualities such as data usage scope, transitive rights revocation and fair use of digital services. Failure to do so will limit the investment that European citizens are willing to make in a pervasively connected Future Internet (FI). We propose to research and construct new types of device platform, whose agents compute from a data governance perspective, rather than a hardware utilization one, actively attesting to their behaviour at all times and being able to account for decisions made on behalf of the data owner or his/her other agents.

In addition to the problems posed to end users by the scale of the trust problems, a parallel set of management problems emerge to plague system administrators, network operators and policy enforcers. Access control and auditing requirements are often tightly tied to ownership domains. Such persistent control of domains of well known assets cannot be relied up on in a large scale pervasive future internet. Indeed, it is arguable that such a level of control is not even present now, and that many system administrators choose to turn a blind eye to participating devices not officially within their asset base. 

We believe that the administration of services in the future internet world will need more far more flexible and powerful models for service provision, data governance and device configuration if the costs of building and running a high quality internet space are to be affordable. We propose to construct security management frameworks based upon current research in Mobile Ad-Hoc Networks (MANET), planetary scale computing efforts, trusted virtualization and in order to create appliance networks which largely automate the deployment and auditing life cycles of both hardware and software according to well specified policy requirements, which operate across the differing domains of personal, business and governmental computing sectors.

